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1. Introduction 
 
St Mary’s Catholic Primary School uses personal information about staff, pupils, parents and other 
individuals who come into contact with the school. This information is gathered in order to enable it 
to provide education and other associated functions. In addition, there may be a legal requirement 
to collect and use information to ensure that the school complies with its statutory obligations. 
 
Schools have a legal responsibility to be registered, as Data Controllers, with the Information 
Commissioner’s Office (ICO) detailing the information held and its use.  These details are then 
available on the IOC website. 
http://www.ico.gov.uk/what_we_cover/promoting_data_privacy/keeping_the_register.aspx  Schools 
also have a duty to issue a Privacy Notice to all pupils/parents and its’ employees; these provide 
details of information collection and held, why it is held and the other parties to whom it may be 
passed on.  
 

2. Purpose 
  
This policy is intended to ensure that personal information that is collected and held about staff, 
pupils, parents, governors, visitors and other individuals is processed in accordance with the 
General Data Protection Regulation.  This applies to all personal data, regardless of whether it is in 
paper or electronic format. 
 
Every member of staff, member of the governing board, contractors, and partners of the School that 
hold its’ personal information also has to comply with the law when managing that information.  
 

What is Personal information? 
 
As a school, collects a large amount of personal information every year. Protecting the confidentiality 
and integrity of personal information is a critical responsibility that we take seriously at all times.  
Under the UK GDPR, personal information is known as ‘personal data’ and means any information 
relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person 
is one who can be identified, directly or indirectly, in particular by reference to an identifier such as 
a name, an identification number, location data, an online identifier or to one or more factors specific 
to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural 
person.  In addition, our school will be required by law to collect and use certain types of information 
to comply with statutory obligations of Local Authorities (LAs), government agencies and other 
bodies.  

3. Definitions of Data Protection Terms 

Consent: agreement which must be freely given, specific, informed and be an unambiguous 
indication of the Data Subject's wishes by which they, by a statement or by a clear positive action, 
signifies agreement to the Processing of Personal Data relating to them. 

 

Data controllers: are the people who or organisations which determine the purposes for which, and 
the manner in which, any personal data is processed. They are responsible for establishing practices 
and policies in line with the Act. We are the data controller of all personal data used in our business 
for our own commercial purposes. 
 
 

Data Privacy Impact Assessment (DPIA): tools and assessments used to identify and reduce risks 
of a data processing activity. DPIA can be carried out as part of Privacy by Design and should be 

http://www.ico.gov.uk/what_we_cover/promoting_data_privacy/keeping_the_register.aspx


 

 

conducted for all major system or business change programs involving the Processing of Personal 
Data. 
 

Data Processors: include any person or organisation that is not a data user who processes 
personal data on our behalf and on our instructions. Employees of data controllers are excluded 
from this definition but it could include suppliers which handle personal data on our school’s behalf. 
 

Data Protection Officer (DPO): is responsible for monitoring our compliance with data protection 
law. 

Data Subject:  means a living, identified or identifiable individual about whom we hold Personal 
Data. Data Subjects may be nationals or residents of any country and may have legal rights 
regarding their Personal Data.  

 

Data users: are those of our employees whose work involves processing personal data. Data users 
must protect the data they handle in accordance with this data protection policy and any applicable 
data security procedures at all times. 

Personal Data:  means any information relating to an identified or identifiable natural person (data 
subject). An identifiable natural person is one who can be identified, directly or indirectly, in particular 
by reference to an identifier such as a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person.  This includes any expression of opinion about an 
individual and intentions towards an individual.  It also applies to personal data held visually in 
photographs or video clips (including CCTV or as sound recordings.) 

 

Personal Data Breach: any act or omission that compromises the security, confidentiality, integrity 
or availability of Personal Data or the physical, technical, administrative or organisational safeguards 
that we or our third-party service providers put in place to protect it. The loss, or unauthorised 
access, disclosure or acquisition, of Personal Data is a Personal Data Breach. 

Processing: is any activity that is performed on personal data such as collection, recording, 
organisation, structuring, adaptation or alteration, using, storage, retrieval, disclosure by 
transmission, dissemination or otherwise making available, alignment or combination, restriction, 
erasure or destruction.   

Special Category Personal Data: includes information about a person's racial or ethnic origin, 
political opinions; religious or philosophical beliefs; Trade Union membership; physical or mental 
health or condition; genetic/biometric data held for purposes of identification or data about sexual 
orientation or an individual’s sex life. 

 

4. Roles and Responsibilities 
 
This policy applies to all personal data we process regardless of the media on which that data is 
stored or whether it relates to past or present pupils, employees, workers, or supplier contacts, 
website users or any other Data Subject.  
 

Governing Board 
The governing board or Governing Body has overall responsibility for ensuring compliance with all 
relevant data protection obligations. 
 

Headteacher 



 

 

The Headteacher has overall operational responsibility on a day-to-day basis for the implementation 
of the school’s policies and procedures. 
 

Data Protection Officer 
The data protection officer (DPO) is responsible for overseeing the implementation of this policy, 
monitoring our compliance with data protection law, and developing related policies and guidelines 
where applicable. They will provide an annual report of their activities directly to the governing board 
and, where relevant, report to the board their advice and recommendations on school data 
protection issues.  The DPO is also a point of contact for individuals whose data the school 
processes who wish to raise any complaint regarding the school’s processing where they remain 
dissatisfied with the school’s response, and for the ICO. 
 

Staff and those working on our behalf 
 
This policy applies to all staff employed by our school, and to external organisations or individuals 
working on our behalf.     
 
All staff must read, understand and comply when Processing Personal Data on our behalf and attend 
training on its requirements. This policy sets out what we expect from you in order for us to comply 
with applicable law. Your compliance with this policy is mandatory. You must also comply with all 
related Policies and guidelines given.  Staff who do not comply with this policy may face disciplinary 
action.    
 

All staff are responsible for: 
● Collecting, storing and processing any personal data in accordance   with this policy. 
● Ensuring that personal data held is accurate and up to date. 
● Ensuring that personal data held is not misused, lost or unlawfully disclosed. 
 

All staff must contact the DPO in the following circumstances: 
● Where they are unsure or have questions about the operation of this policy; the purposes for 
which data may be used; retaining personal data; disclosing personal data or keeping personal data 
secure. 
● Where they are unsure if they have a lawful basis for processing personal data or wish to 
process for a different purpose than the one that the data was obtained. 
● Where they propose to engage in any activity that affects the rights of privacy of any individual 
i.e. where there is a legal obligation to carry out a Privacy Impact Assessment. 
● Where they are unsure about what security or other measures they need to implement to 
protect Personal Data. 
● If they need any assistance dealing with any rights invoked by a Data Subject. 
● Where they are considering sharing personal data with third parties. 
● Where they are entering into contracts involving the processing of personal data by another 
organisation. 
 
Where staff have concerns that this policy is not being followed by others they should report this 
immediately to the DPO.  Where they wish to raise this formally they may do so under the Schools’ 
Policy and Procedure for reporting of Data Protection Infringements by Employees.  
 

5. Personal Data Protection Principles 
 
Our school adheres to the principles relating to Processing of Personal Data set out in the UK GDPR 
which require Personal Data to be: 
 



 

 

(a) Processed lawfully, fairly and in a transparent manner (Lawfulness, Fairness and 
Transparency).  
(b) Collected only for specified, explicit and legitimate purposes (Purpose Limitation). 
(c) Adequate, relevant and limited to what is necessary in relation to the purposes for which it 
is Processed (Data Minimisation).  
(d) Accurate and where necessary kept up to date (Accuracy). 
(e) Not kept in a form which permits identification of Data Subjects for longer than is necessary 
for the purposes for which the data is Processed (Storage Limitation). 
(f) Processed in a manner that ensures its security using appropriate technical and 
organisational measures to protect against unauthorised or unlawful Processing and against 
accidental loss, destruction or damage (Security, Integrity and Confidentiality). 
(g) Not transferred to another country without appropriate safeguards being in place (Transfer 
Limitation). 
(h) Made available to Data Subjects and Data Subjects allowed to exercise certain rights in 
relation to their Personal Data (Data Subject's Rights and Requests). 

 
We are responsible for and must be able to demonstrate compliance with the data protection 
principles listed above (Accountability). 
 
Our school is committed to maintaining the data protection principles at all times. This means that 
we will:  
 

• Inform data subjects why we need their personal information, how we will use it and with 
whom it may be shared.  This is known as a Privacy Notice. 

 

• Check the quality and accuracy of the information held.  
 

• Ensure that information is not held longer than is necessary.  
 

• Ensure that when information is authorised for disposal it is done appropriately.  
 

• Ensure appropriate security measures are in place to safeguard personal information whether 
that is held in paper files or on a computer system.  

 

• Only share personal information with others when it is necessary and legally appropriate to 
do so  

 

• Set out clear procedures for responding to requests for access to personal information known 
as subject access request 

 

• Train all staff so that they are aware of their responsibilities and of the school’s relevant 
policies and procedures  

 

6. Lawfulness, Fairness and Transparency 

 
Personal data must be processed lawfully, fairly and in a transparent manner in relation to the data 
subject. You may only collect, process and share personal data fairly and lawfully and for specified 
purposes.  
The UK GDPR restricts our actions regarding personal data to specified lawful purposes. These 
restrictions are not intended to prevent Processing, but ensure that we process personal data fairly 
and without adversely affecting the data subject.   
 
The UK GDPR allows Processing for specific purposes, some of which are set out below: 



 

 

 

• the data subject has given his or her consent. 

• the processing is necessary for the performance of a contract with the Data Subject. 

• to meet our legal compliance obligations.  

• to protect the Data Subject's vital interests; 

• the data needs to be processed so that the school, as a public authority, can perform a task   
in the public interest, and carry out its official functions - this is known as the Public Task.  

• to pursue our legitimate interests for purposes where they are not overridden because the 
Processing prejudices the interests or fundamental rights and freedoms of Data Subjects.  

 
For special categories of personal data, we will also meet one of the special category conditions for 
processing which are set out in the UK GDPR and Data Protection Act 2018. 
 
If we offer online services to pupils, such as classroom apps, and we intend to rely on consent as a 
basis for processing, we will get parental consent (except for online counselling and preventive 
services). 
 
The purposes for which we process personal data to perform our public task are set out in the 
Privacy Notice issued by the School. 
 
When we collect personal data directly from data subjects, including for human resources or 
employment purposes, we provide the data subject with all the information required by the UK GDPR 
including the identity of the Data Controller and DPO, how and why we will use, process, disclose, 
protect and retain that personal data through a Privacy Notice. 
 

7. Sharing personal data 
 
Our school will not normally share personal data with anyone else without express consent, but may 
do so where: 
 
● It is necessary for the performance of our public task. 
● There is an issue with a pupil or parent/carer that puts the safety of another individual at 
risk. 
● Our suppliers or contractors need data to enable us to provide services to our staff and 
pupils – for example, IT companies.  
 
When doing this, we: 

o Only appoint suppliers or contractors which can provide sufficient guarantees that they 
comply with data protection law 

o Establish either in the contract or as a standalone agreement, a data processing agreement 
to ensure the fair and lawful processing of any personal data we share 

o Only share data that the supplier or contractor needs to carry out their service, and 
information necessary to keep them safe while working with us 

 
We will also share personal data with law enforcement and government bodies where we are legally 
required to do so, including for the following purposes: 
 
● The prevention or detection of crime and/or fraud. 
● The apprehension or prosecution of offenders. 
● The assessment or collection of tax owed to HMRC. 
● In connection with legal proceedings. 
● Where the disclosure is required to satisfy our safeguarding obligations 



 

 

● Research and statistical purposes, as long as personal data is sufficiently anonymised or 
consent has been provided. 
 
We may also share personal data with emergency services and local authorities to help them to 
respond to an emergency situation that affects any of our pupils or staff. 
 
Where we transfer personal data to a country or territory outside the European Economic Area, we 
will do so in accordance with data protection law. 
 
We may enter into Information Specific Sharing Agreements with other public bodies for the 
purposes outlined above. 
 

8. Subject access requests and other rights of individuals 

  
Our data subjects have rights when it comes to how we handle their personal data. These include 
rights to: 
(a) withdraw consent to processing at any time. 

(b) receive certain information about how we process their data. 

(c)  request access to their personal data that we hold. 

(d) prevent use of their personal data for direct marketing purposes.  

(e) ask us to erase personal data if it is no longer necessary in relation to the purposes for which 
it was collected or processed or to rectify inaccurate data or to complete incomplete data.  

(f) restrict processing in specific circumstances. 

(g) challenge processing which has been justified on the basis of our legitimate interests or in 
the public interest. 

(h) request a copy of an agreement under which personal data is transferred outside of the EEA.  

(i) object to decisions based solely on Automated Processing, including profiling (known as 
Automated Decision-Making ADM). 

(j) prevent Processing that is likely to cause damage or distress to the Data Subject or anyone 
else. 

(k) be notified of a Personal Data Breach which is likely to result in high risk to their rights and 
freedoms; 

(l) make a complaint to the Information Commissioner; and  

(m) in limited circumstances, receive or ask for their Personal Data to be transferred to a third 
party in a structured, commonly used and machine-readable format. 

 
Where an individual exercises their rights of subject access this will be dealt with under the schools 
Subject Access Request Policy and Procedure [indicate where this policy can be found] 

 
Parents, or those with parental responsibility, have a legal right to access to their child’s educational 
record (which includes most information about a pupil) within 15 school days of receipt of a written 
request. 
 

9. CCTV 
 
We use CCTV at the front gate of our school to ensure it remains safe. We will adhere to the ICO’s 
code of practice for the use of CCTV.  



 

 

 
We do not need to ask individuals’ permission to use CCTV as no images are recorded or stored.  
It is a live feed. 
 

10.  Recording Parent/Teacher Meetings 
 
Staff and parents/carers are made aware that electronically recording conversations between the 
two parties is not acceptable. 
 

11. Photographs and videos 
 
As part of our school activities, we may take photographs and record images of individuals within 
our school. 
 
We will obtain written consent from parents/carers for photographs and videos to be taken of their 
child for communication, marketing and promotional materials. We will clearly explain how the 
photograph and/or video will be used to both the parent/carer and pupil. 
 
These uses may include: 
● Within school on notice boards and in school magazines, brochures, newsletters, etc. 
● Outside of school by external agencies such as the school photographer, newspapers, 
campaigns. 
● Online on our school website. 
 
Consent can be refused or withdrawn at any time. If consent is withdrawn, we will delete the 
photograph or video and not distribute it further. 
 
When using photographs and videos in this way we will not accompany them with any other personal 
information about the child, to ensure they cannot be identified. 
 
See our Safeguarding policy for more information on our use of photographs and videos.  
 

Record keeping 
 
The UK GDPR requires us to keep full and accurate records of all our data processing activities.  
 
We keep and maintain accurate records reflecting our processing.  These records include clear 
descriptions of the personal data types, data subject types, processing activities, processing 
purposes, third-party recipients of the personal data, personal data storage locations, personal data 
transfers, the personal data's retention period and a description of the security measures in place. 
 
 
 
 

12. Accountability, Data protection by design  
 
We put measures in place to show that we have integrated data protection into all of our data 
processing activities, including: 
 
● Appointing a suitably qualified DPO 
● Only processing personal data that is necessary for each specific purpose of processing, and 
always in line with the data protection principles set out in relevant data protection law  



 

 

● Completing privacy impact assessments where the school’s processing of personal data 
presents a high risk to rights and freedoms of individuals, and when introducing new technologies 
(the DPO will advise on this process) 
● Integrating data protection into internal documents including this policy, any related policies 
and privacy notices 
● Regularly training members of staff on data protection law, this policy, any related policies 
and any other data protection matters; we will also keep a record of attendance 
● Regularly conducting reviews and audits to test our privacy measures and make sure we are 
compliant 
 

13. Data security and storage of records 
 
We will protect personal data and keep it safe from unauthorised or unlawful access, alteration, 
processing or disclosure, and against accidental or unlawful loss, destruction or damage. 
 
In particular: 
• Paper-based records and portable electronic devices, such as laptops and hard drives that 
contain personal data are kept under lock and key when not in use. 
• Papers containing confidential personal data must not be left on office and classroom desks, 
on staffroom tables, pinned to notice/display boards, or left anywhere else where there is general 
access. 
• Where personal information needs to be taken off site, staff must sign it in and out from the 
school office. 
• Passwords that are at least 7 characters long containing letters and numbers are used to 
access school computers, laptops and other electronic devices.  
• Encryption software is used to protect all portable devices and removable media, such as 
laptops. 
• Staff, pupils or governors who store personal information on their personal devices are 
expected to follow the same security procedures as for school-owned equipment (see our [online 
safety policy/ICT policy/acceptable use agreement/policy on acceptable use]) 
• Where we need to share personal data with a third party, we carry out due diligence and take 
reasonable steps to ensure it is stored securely and adequately protected. 
 

14. Disposal of records 
 
Personal data that is no longer needed will be disposed of securely. Personal data that has become 
inaccurate or out of date will also be disposed of securely, where we cannot or do not need to rectify 
or update it.  We will shred or incinerate paper-based records, and overwrite or delete electronic 
files. We may also use a third party to safely dispose of records on the school’s behalf. If we do so, 
we will require the third party to provide sufficient guarantees that it complies with data protection 
law. 
  
 

15. Personal data breaches 

 
The school will make all reasonable endeavours to ensure that there are no personal data breaches.     
A personal data breach is more than just losing personal data. It is a breach of security leading to 
the accidental or lawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data. 
 
A personal data breach can be broadly defined as a security incident that has affected the 
confidentiality, integrity or availability of personal data. In short, there will be a personal data breach 
whenever any personal data is lost, destroyed, corrupted or disclosed; if someone accesses the 



 

 

data or passes it on without proper authorisation; or if the data is made unavailable and this 
unavailability has a significant negative effect on individuals. 
 
In the unlikely event of a suspected data breach, we will follow the Schools Personal Data Breach 
Procedure and take all steps we can to remedy the breach that has occurred.    
 
When appropriate, we will report the data breach to the ICO within 72 hours.  
 

16. Training 
 
All staff and governors are provided with data protection training as part of their induction process. 
 
Data protection will also form part of continuing professional development, where changes to 
legislation, guidance or the school’s processes make it necessary. 
 

17. Review and Monitoring arrangements 
 
This policy will be reviewed and updated as and when necessary. The DPO will review this policy 
at every annual audit and report any necessary changes to the governing board. 
 
Further specialist information and advice may be sought from the Schools Data Protection Officer 
(see details below)  
 
The Data Protection Officer is responsible for overseeing data protection within the school so if you 
do have any questions in this regard, please do contact them on the information below: -  
 
Data Protection Officer: Judicium Consulting Limited  
Address: 72 Cannon Street, London, EC4N 6AE  
Email: dataservices@judicium.com  
Web: www.judiciumeducation.co.uk  
Telephone: 0203 326 9174  
Lead Contact: Craig Stilwell 
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